A new image hiding technique based on time-averaged moiré fringes is proposed in this paper. The secret image is embedded into a single cover image which is constructed as a deformable stochastic moiré grating. The secret image is leaked in the form of a time-averaged fringe when the cover image is deformed according to a predetermined periodic law of motion. The proposed image hiding approach opens new possibilities for the optical control of vibrating deformable structures.
Introduction
Geometric moiré (GM) [1, 2] is a classical in-plane whole-field non-destructive optical experimental technique based on the analysis of visual patterns produced by the superposition of two regular gratings that geometrically interfere. A typical moiré grating is an array of alternately opaque and transparent equally spaced straight lines, but experimental applications exploiting concentric circles, cross-gratings, regular arrays of dots or even randomly distributed dots can be found in the engineering literature [3, 4] . Two basic goals exist in moiré pattern research. The first is the analysis of experimentally produced moiré patterns in order to determine displacements (or strains) at the centerlines of moiré fringes. Another goal is moiré pattern synthesis, when the generation of a certain predefined moiré pattern is required. The synthesis process involves the production of two images such that the required moiré pattern emerges when those images are superimposed [1] . The conditions ensuring that a desired moiré pattern will be present in the superposition of two images are predetermined; however, they do not specify these two original images uniquely. Several criteria are proposed in [5, 6] to resolve that freedom in moiré pattern synthesis.
Visual cryptography (VC) is a cryptographic technique which allows visual information (pictures, text, etc) to be encrypted in such a way that the decryption can be performed by the human visual system, without the aid of computers. VC was pioneered by Naor and Shamir in 1994 [7] . They demonstrated a visual secret sharing scheme, where an image was broken up into a number of shares so that only someone with all shares could decrypt the image. Each share was printed on a separate transparency, and decryption was performed by overlaying the shares. When all shares were overlaid, the original image would appear.
The main difference between GM and VC is that a single share is cryptographically secure in the VC setting (which in general is not true for GM). In other words, an eavesdropper having a single VC share has no possibility (visual or computational) to detect the secret image. Since 1994, many advances in visual cryptography have been made. Visual cryptography for color images has been proposed in [8, 9] . Ideal contrast visual cryptography schemes have been introduced in [10] . A general multi-secret visual cryptography scheme is presented in [11] ; incrementing visual cryptography is described in [12] . A new cheating prevention visual cryptography scheme is discussed in [13] . In contrast to VC, moiré pattern synthesis applications have not experienced such extensive developments (due to problems associated with cryptographic security).
Time average geometric moiré (TAGM) is a dynamic alternative to static double exposure GM. The principles of TAGM were developed in 1979 [14] . A single moiré grating is used in TAGM. A nontransparent image of the grating is printed on the surface of an oscillating body and time averaging techniques are used to record time-averaged moiré fringes [15] . Two different aspects of TAGM should be mentioned here. A moiré grating can be printed on the surface of a non-deformable body which performs in-plane oscillations with respect to a reference coordinate system (a non-deformable grating). Alternatively, a moiré grating can be formed on the surface of a deformable body [16] . Oscillating surface deformations would result in instantaneously deformed gratings and would yield a pattern of moiré fringes in the time-averaged image.
On the other hand (in analogy to GM), TAGM can be exploited not only for the optical analysis of vibrating structures but also for the synthesis of a predefined pattern of time-averaged fringes. Such a type of image hiding technique, when the secret image leaks in a form of a time-averaged moiré fringe in an oscillating non-deformable cover image, was first presented in [17] . A stochastic moiré grating is used to embed the secret into a single cover image, and the secret can be visually decoded by the naked eye only when the amplitude of the harmonic oscillations corresponds to an accurately preselected value. The fact that the naked eye cannot interpret the secret from a static cover image makes this image hiding technique similar to VC. Special computational algorithms are required to encode the image, but the decoding is completely visual. The difference from VC is that only a single cover image is used and that it should be oscillated in order to leak the secret. Also, although the cover image is not cryptographically secure such fusion of TAGM and VC deserves the title of dynamic visual cryptography (DVC) [18] . Different measures have been exploited to increase the security of DVC. Triangular waveforms [19] have been used as additional security measures in the scheme. It is important to note that visual decoding of all these DVC schemes is based on a non-deformable moiré grating-the cover image is oscillated, but not deformed.
The main objective of this paper is to develop a theoretical foundation for dynamic visual cryptography based on deformable moiré gratings. The formation of the cover image, image hiding procedures in the background moiré grating, and optical relationships governing the formation of time-averaged moiré fringes are discussed in detail. In fact, this is the main objective of this paper, which is organized as follows. The theoretical background of the problem is discussed in section 2; the construction of a deformable moiré grating is presented in section 3; the DVC scheme based on deformable gratings is illustrated in section 4; concluding remarks are given in section 5.
Theoretical background

A non-deformable moiré grating with a constant pitch
Let us consider a one-dimensional harmonic moiré grating:
where λ is the pitch of the grating; 0 corresponds to the black color, 1 corresponds to the white color and all intermediate numerical values of F(x) correspond to an appropriate grayscale level. In other words, (1) describes a periodic variation of grayscale levels on a surface. Let us assume that this moiré grating is painted on the surface of a one-dimensional nondeformable body. Also, let us assume that this body oscillates around the state of equilibrium (without being deformed) and the deflection from the state of equilibrium does not depend on x:
where ω is the cyclic frequency, ϕ is the phase and a is the amplitude of oscillation. The resultant time-averaged image reads [16] :
where T is the exposure time; J 0 is the zeroth order Bessel function of the first kind. The original moiré grating is mapped into a time-averaged fringe (F(x) = 1 2 ) when J 0 becomes equal to zero. In other words, the explicit relationship among the pitch of the moiré grating λ, the amplitude of harmonic oscillations a and the consecutive number of the time-averaged moiré fringe k reads:
where r k is the kth root of J 0 ; a k is the discrete value of the amplitude which results in the kth time-averaged fringe in the time-averaged image.
A deformable moiré grating with a constant pitch
Now let us consider the same moiré grating (1) plotted on the surface of a one-dimensional deformable body. Let us assume that the left end of this linear deformable body is motionlessly fixed at x = 0 and the right end is free at x = x 1 in the state of equilibrium. Let us assume that the amplitude of harmonic oscillations is equal to Ax 1 at x = x 1 . Now the deflection from the state of equilibrium does depend on x:
The instantaneous shape of the deformed grating F d reads:
It would be tempting to express F d in the following explicit form:
but such a transition leads to a crude mathematical error [16] such an explicit expression holds only if u(x, t) does not depend on x. Otherwise (if one wishes to construct an explicit form of F d ), it is necessary to express x in terms of z from the following equality:
Luckily, it is possible to solve (8) when (5) holds. Thus, the explicit instantaneous expression of F d reads [16] :
Now, the time-averaged image reads:
Unfortunately, the definite integral in (10) cannot be expressed in a form comprising ordinary functions.
Direct interpretation of (10) is impossible due to the interplay of infinite functional series. A computational interpretation ofF d (x) is presented in [16] and suggests that the formation of time-averaged fringes induced by an oscillating deformable moiré grating is somewhat similar to (3) under the assumption that the amplitude a increases continuously with x. This fact can be illustrated using the following reasoning. Equation (9) yields:
Let us assume that A is not large. Note that (9) is defined only at 0 ≤ A < 1 (a singularity exists at A = 1). Then, neglecting higher order terms results in the following approximation of (11):
It is easy to prove that
because the sine function is an odd function. Then,
Therefore, time-averaged moiré fringes induced by an oscillating deformable grating with a constant pitch form at such x where: and the envelope functionĒ d modulating the stationary grating can be approximated as:
The oscillation of the deformable one-dimensional moiré grating in time is illustrated in figure 1(a) ; time-averaged grayscale levels are presented in figures 1(b) and (c); the envelope function is illustrated in figure 1(d) . Note that the dimension of x in the x-axis of figure 1 (and all subsequent figures) is measured in centimeters (10 mm). The naked eye cannot perceive any approximation errors in (16).
A deformable moiré grating with a variable pitch
Dynamic visual cryptography is based on the formation of time-averaged moiré fringes in the areas occupied by the secret image in the encoded cover image (when the cover image is oscillated according to a predetermined law of motion) [17, 19] . In other words, the whole observation window comprising a constant pitch non-deformable moiré grating is transformed into a continuous time-averaged fringe. But that is not the case for a constant pitch deformable moiré grating (figure 1)-several localized time-averaged fringes may form in the observation window. This is completely unsatisfactory for dynamic visual cryptography.
The question is simple-is it possible to construct such a moiré grating as would be transformed into a continuous time-averaged fringe when the oscillations are governed by equation (5) . An intuitive answer suggests a variable pitch deformable moiré grating-the amplitude of oscillation varies continuously from 0 at the left boundary of the one-dimensional structure up to the maximum at the right boundary of the observation window. From the mathematical point of view, the envelope functionĒ d should become equal 
where L can take one of the discrete values of L k :
The assumption (17) is clear and natural-the higher is the amplitude of oscillations, the larger must be the pitch of the moiré grating. Unfortunately, such an assumption does not work-the deformable moiré grating (9) cannot be formed because the grating degenerates into a constant t:
.
In other words, the grayscale level on the surface of a deformable body oscillates as t varies but the grayscale level of the whole one-dimensional deformable body is constant at any instantaneous moment of time. This is no longer a model describing optical geometric moiré effects.
A deformable moiré grating with a step-incremental pitch
As shown previously, a continuous linear variation of the pitch of the moiré grating results in a degenerate optical model. Therefore, we construct a step-incremental pitch (figure 2) instead of assuming a continuous variation of the pitch. The number of finite-length intervals can be preselected at the beginning of the computational experiment but the pitch of the moiré grating is constant in the domain of every interval. Moreover, we employ a phase regularization algorithm [17] in order to avoid phase jumps at the boundary points between adjacent intervals (the reconstructed composite moiré grating is formed as a continuous function ( figure 2(b)) ).
Such an approach for the formation of the moiré grating with a step-incremental pitch can be extended to a scheme where the length of the interval becomes equal to the distance between adjacent pixels. A schematic diagram illustrating the formation of such an 'extreme' moiré grating is presented in figure 3 by a thick gray curve. The size of the intervals on the x-axis corresponds to the size of a pixel; p k corresponds to the kth pixel. First, equation (17) is used for the calculation Figure 3 . A schematic diagram illustrating the formation of a deformable moiré grating with a step-incremental pitch; p k corresponds to the kth pixel. First, equation (17) is used for the calculation of the pitch of the moiré grating at the center of the kth pixel; the corresponding constant pitch grating is illustrated by a thin black line. The pitch of the moiré grating is then calculated at the center of the (k + 1)th pixel; the corresponding constant pitch grating is illustrated by a gray dashed line. Note that the phase of the grating in the interval occupied by the (k + 1)th pixel is set in such a way that the composite grating (denoted by the thick gray solid line) is a continuous function. The process is continued throughout the whole domain; the resulting composite moiré grating is illustrated by the thick gray solid line. of the pitch of the moiré grating at the center of the kth pixel-the corresponding constant pitch grating is illustrated by a thin black line in figure 3 . The pitch of the moiré grating is then calculated at the center of the (k + 1)th pixel-the corresponding constant pitch grating is illustrated by a gray dashed line in figure 3 . But the phase of the moiré grating in the zone occupied by the (k + 1)th pixel is not arbitrary-it is selected in such a way that the composite grating is a continuous function ( figure 3 ). The process is continued until the composite moiré grating is constructed in the whole domain 0 ≤ x ≤ x 1 -the reconstructed variable pitch moiré grating and its optical representation are shown in figure 4 (a) and (b) . Note that the variable pitch deformable moiré grating does not degenerate into a constant-though equation (17) In analogy to the computational experiment performed with the constant pitch deformable moiré grating (figure 1) we oscillate the variable pitch deformable moiré grating and reconstruct its time-averaged image ( figure 5 ). The image in 
Dynamic visual cryptography based on a variable pitch deformable moiré grating
The formation of one row of pixels in the cover image is illustrated in a schematic diagram in figure 6 . Let us assume that the secret image occupies the central part of the row (7 ≤ x ≤ 15) and the background image must be formed elsewhere (at 0 ≤ x < 7 and 15 < x ≤ 20). Also, let us assume that the background image is constructed using a moiré grating with the variable pitch λ 0 = 0.05x ( figure 6(a) ) and a secret image with the variable pitch λ 1 = 0.1x ( figure 6(b) ). Note that such a large difference between λ 0 and λ 1 in figure 6 is selected only for illustrative purposes. The first and the third parts of figure 6(a) are plotted on a white background-these parts are copied and pasted into the composite moiré grating shown in figure 6(c) . Analogously, the central part (corresponding to the location of the secret image) is copied from figure 6(b) and pasted into figure 6(c). In fact, such a pasting procedure is not trivial-we use the phase regularization algorithm in order to equalize the phases of the composite moiré grating at the points of intersection between different gratings (which allows phase jumps to be avoided in the composite grating).
We will illustrate the applicability of variable pitch deformable moiré gratings for dynamic visual cryptography applications by the following computational example. Let us assume that the secret image is represented by the dichotomous non-convex shape shown in figure 7 . We use a λ 0 = 0.05x variable pitch for the background and a λ 1 = 0.06x variable pitch for the secret image. A stochastic initial phase distribution [17] is employed for all rows of pixels in order to encode the cover image ( figure 8 ). Note that moiré gratings in every row of pixels are continuous functions. The stochastic initial phase algorithm does not destroy the structure of the moiré grating in every row. Moreover, it does not alter the boundary between the background and the secret image. But it is impossible to see what secret picture is encoded into the static cover image by the naked eye.
The visual decoding of the cover image can be executed by employing deformable oscillations of the cover image according to the motion law described by (5) . In other words, the left side of the cover image must be motionlessly fixed; the right side of the deformable structure should be oscillated according to (5) .
The secret image embedded into the cover image is leaked in the time-averaged image when the parameters of the oscillations satisfy relationship (18) . It is impossible to see the secret image in figure 9 -the amplitude A = 0.021 does not permit the formation of well-developed time-averaged moiré fringes. But the appropriate selection of the amplitude (A = 0.019) enables an effective visual decryption of the secret ( figure 10) . The visual quality of the leaked secret in figure 10 can be enhanced by employing the contrast enhancement techniques described in [20] -the decoded secret image is clearly visible in figure 11 . The contrast enhancement techniques presented in [20] also serve as an optical criterion for the identification of moiré fringes in the time-averaged image-all regions occupied by time-averaged fringes are mapped into the black zones.
The formation of the secret image can be illustrated by setting different exposure times (fully developed timeaveraged moiré fringes leak the secret image at the full period of oscillation in figure 10 ). One quarter, one half and three quarters of the period yield non-fully developed moiré fringes, which are illustrated in figure 12 . The limit of the resolution of the proposed visual cryptography scheme is another important feature characterizing the applicability of this technique. All graphical primitives of the secret image are embedded into the stochastic moiré grating of the cover image. Therefore, the size of the smallest manageable detail of the secret image is directly related to pitch of the moiré grating. Thus, instead of measuring the size of the details in pixels or millimeters, we compare the size of the embedded object to the pitch of the moiré grating.
Let us assume that a square object represents the secret image and is embedded into the cover image. Also, it is assumed that the variation of the pitch of the moiré grating along the x-axis is slow-the pitch of the moiré grating is set to be constant (figure 13). Four computational experiments are used to illustrate the decryption of the secret image-when the size of the square is equal to figure 13(c) ) and 2λ by 2λ ( figure 13(d) ). The amplitude of oscillation is set to a = 2π λ r 1 , which guarantees the formation of the time-averaged moiré fringe inside the square. Every part of figure 13 represents two digital images-the time-averaged image of the cover image (on the left) and the contrast enhanced time-averaged image (on the right).
It is clear that the practical application of the proposed scheme requires that the smallest component of the secret image must occupy an area whose size is not less than a single pitch of the moiré grating ( figure 13(b) ).
Concluding remarks
The proposed image hiding technique leaks the secret when the cover image is deformed according to a predetermined periodic law of motion. No image splitting and no superposition of shares is required for decoding of the secret image, as all the information (the secret and the background) is stored in a single cover image. Moreover, the secret image can be observed by the naked eye only when the cover image performs predetermined oscillations.
We performed computational simulations for the illustration of optical effects. Building an experimental optical model is a more demanding task as compared with the DVC scheme based on non-deformable gratings. The main difference in the proposed image hiding scheme from already developed image hiding techniques based on oscillating cover images [17, 19] is in the type of oscillations. The secret image will not be leaked if the cover image (constructed using the proposed technique) oscillates as a non-deformable body in any direction, with any amplitude, and with any waveform. The necessary condition for visual decoding of the secret is the condition that the cover image must be deformed according to a predetermined periodic law of motion. Such an approach opens a completely new application area for optical control techniques in vibrating deformable structures. The development and practical implementation of such techniques is a definite objective of future research.
The cover image can be formed on the surface of a waveguide (or a piezoelectric actuator) in such a way that the secret image is leaked when the waveguide oscillates with a predetermined eigenshape. Similar optical applications could be implemented in micro-opto-mechanical systems (MOEMS), where a stochastic cover moiré image could be formed on the surface of the cantilever. The secret image would be leaked when the tip of the cantilever oscillated at a predetermined amplitude (even though an optical microscope would be required to see the secret image). Moreover, dynamic visual cryptography based on deformable gratings can be used for the assessment of the human visual system (time-averaged moiré fringes are interpreted by visual cortex when eyes cannot follow the rapidly oscillating cover image) and the assessment of human fatigue (the frequency of oscillations at which the secret can be interpreted by the human brain can serve as a numerical measure of the fatigue).
